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Microsoft Entra ID introduction

• Cloud-based identity and 
access management service

• Same account as other 
Microsoft services such as 
Office 365

• Single sign on

• Multi-factor authentication

• Connect with on-premises 
Active Directory (password 
sync or ADFS) 

On-premises               Microsoft Entra ID        Cloud



Entra ID administration

• Administration portals

• Microsoft 365 admin center

• Microsoft Entra admin center

• Azure portal

• Manage Users

• Manage Groups

• Manage License assignments



Security architecture

Authentication

Authorization

Database

Duties Privileges

Users

Security roles

Permissions for application elements
UI elements Tables and fields SSRS Reports Service operations

Data security Data security policies Table permissions framework

Users require a 
valid

Entra ID account

Add Entra ID 
accounts as users 
in Dynamics 365 
for Finance and 

Operations

Microsoft Entra ID
is used for 

authentication



Users & authentication

• Users
• Internal / guest

• Link with person

• Microsoft Entra ID
• Cloud

• Active Directory Federation Services 
(AD FS)
• On premise

• Entra ID account required for LCS



* The screenshot contains a customization. User group assignment and Team assignment actions are not part of the standard application.

System administration > Users > Users



* The screenshot contains a customization. User group assignment, Team assignment and Run automatic role assignment actions are not part of the standard application.

+New user



* The screenshot contains a customization. User group assignment and Team assignment actions are not part of the standard application.

Import users

Unable to import users in Cloud Hosted Environment – JohanPersson.nu

https://blog.johanpersson.nu/2023/12/12/unable-to-import-users-in-cloud-hosted-environment/
https://blog.johanpersson.nu/2023/12/12/unable-to-import-users-in-cloud-hosted-environment/
https://blog.johanpersson.nu/2023/12/12/unable-to-import-users-in-cloud-hosted-environment/


Invalid users

• Validation user with 
Entra ID
• Users not found in 

Microsoft Entra ID
• Users where the 

Telemetry ID is not as 
the Object ID in your 
Entra ID tenant.

• Users from who the 
email address 
contains ‘MAIL#‘

• Repair Telemetry ID



User maintenance



External & guest users

• Guest user 
• Azure portal

• Add user F&O

• Provider

• Personal accounts
• Hotmail

• Live

• Outlook

• Gmail



External users



User role assignment options

• Manual role assignment
• User detail form

• Assign users to roles

• Limit company access
• Assign organizations

• Organization hierarchies

• Automatic role assignment

• Entra ID groups

• Security diagnostics



Entra ID administration

• Groups
• Teams & M365 group

• Distribution list

• Security group

• Members

• License assignment



Dynamics 365 administration

• Enable configuration key 
Microsoft Entra ID security 
group

• Groups setup
• Import from Entra ID

• Assign security roles

• Automatic or manual user 
creation



How to use Entra ID groups (1/2)

• Import groups

• User preferences
• Startup company 

• Enabled



How to use Entra ID groups (2/2)

• Assign roles

• Assign organizations

• User preferences
• Language

• Time zone

• Calendar



Security management
Entra ID groups



Entra ID group challenges

• Naming convention user ID  

• Segregation of Duties

• Workflow assignment

• Security reports

• Security policies (XDS)

• Published saved views to roles



D365 FO Admin Toolkit

https://github.com/ameyer505/D365FOAdminToolkit

• Assign / Revoke SysAdmin Access without needing elevated permissions

• (Optional) Require a reason be provided for assigning SysAdmin

• SysAdmin role assignment / revoke reporting

• Export all role access to CSV

• Language support: English, Norwegian, Spanish, Dutch, Swedish, French

• Adding last login to the user info form

• Entra ID group enhancements

* Source code can be found on Dynamicspedia.com



Enhanced Entra ID group 
integration



App registration

• Authenticate 
application

• Link user in Dynamics 
365 F&O

• Examples
• Warehouse devices

• Virtual entities

• Electronic invoicing

• OneBox VM



Administer roles



Questions



Useful links

• Security architecture
• https://docs.microsoft.com/en-us/dynamics365/unified-operations/dev-

itpro/sysadmin/security-architecture

• Security blogs
• https://dynamicspedia.com/security

• https://alexdmeyer.com/d365fo-security-topics/

https://docs.microsoft.com/en-us/dynamics365/unified-operations/dev-itpro/sysadmin/security-architecture
https://docs.microsoft.com/en-us/dynamics365/unified-operations/dev-itpro/sysadmin/security-architecture
https://docs.microsoft.com/en-us/dynamics365/unified-operations/dev-itpro/sysadmin/security-architecture
https://docs.microsoft.com/en-us/dynamics365/unified-operations/dev-itpro/sysadmin/security-architecture
https://docs.microsoft.com/en-us/dynamics365/unified-operations/dev-itpro/sysadmin/security-architecture
https://docs.microsoft.com/en-us/dynamics365/unified-operations/dev-itpro/sysadmin/security-architecture
https://docs.microsoft.com/en-us/dynamics365/unified-operations/dev-itpro/sysadmin/security-architecture
https://docs.microsoft.com/en-us/dynamics365/unified-operations/dev-itpro/sysadmin/security-architecture
https://docs.microsoft.com/en-us/dynamics365/unified-operations/dev-itpro/sysadmin/security-architecture
https://docs.microsoft.com/en-us/dynamics365/unified-operations/dev-itpro/sysadmin/security-architecture
https://dynamicspedia.com/security
https://dynamicspedia.com/security
https://alexdmeyer.com/d365fo-security-topics/
https://alexdmeyer.com/d365fo-security-topics/
https://alexdmeyer.com/d365fo-security-topics/
https://alexdmeyer.com/d365fo-security-topics/
https://alexdmeyer.com/d365fo-security-topics/
https://alexdmeyer.com/d365fo-security-topics/


THANK YOU!







Andre Thoughts

• Database log cleanup > enable per LE > DEMO quick setup for all LEs

• Retention period (review time versus audit time)

• Summary email instead of DB log (demo)

• Log on staging tables, log on history tables >> obsolete

• 1.2 TB database log

• smmTransLog enabled by default > disable.

• DB log is technical table log > address change > no functional info 
about related party (customer/vendor/employee).
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PNG elements you can use to enrich your presentation:



Text box for important text:
• When will it happen?
• How will it happen?
• Why will it happen?
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HOW TO IMPORT SOURCE 
CODE INTO MS DYNAMICS



HOW TO MAKE IT 
IN YOUR PROJECT

ALEXANDRA DOE
Senior Technical Consultant at COMPANY



ALEXANDRA DOE
Event Manager  at COMPANY

ALEXANDAR DOE
Event Manager  at COMPANY

HOW TO USE EVENT 
TO YOUR ADVANTAGE



CHAPTER ABOUT AI FUTURE
How will AI shape the future of coding and production



LET’S TALK ABOUT OBVIOUS

• We can find solution where we least expect it

• DO WE and CAN WE?

• Sure, it is possible, but keep your joker cards close!

• Make best with what you have…and what you know

• Try to answer these 3 questions:

• When will it happen?

• How will it happen?

• Why will it happen?
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