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Agenda

• Why is Microsoft enforcing license assignments, and what do you need to understand about Dynamics 365 
licensing

Introduction

• When and how will license enforcement be applied to Dynamics 365 environments

User license validation

• What reports and tools does Microsoft provide to show clients readiness

License reporting and tools

• Review the security role contents and business processes to reduce license costs 

Optimizing security roles for licensing

• Recent updates from Microsoft and roadmap

Next steps & Recommendations



Introduction



Dynamics 365 F&O Security architecture

Authentication

Authorization

Database

Duties Privileges

Users

Security roles

Permissions for application elements
UI elements Tables and fields SSRS Reports Service operations

Data security Data security policies Table permissions framework



Licensing impact from security 
implementation

• Security implementation and licensing are tied together

• Contents of the security role determine the license level

• Security roles assigned to the user determine what license(s) are required

• Licensing is evaluated based on accessible functionality, not actual usage
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Dynamics 365 Licensing overview



Dynamics 365 licensing base & attach



Storage entitlements



Standard versus Premium license SKUs

Standard Premium

Price $ 210 $ 300

Tenant capacity 90 GB 125 GB

Per user 5 GB 10 GB

Minimum purchase quantity 20 10

Additional features –
Finance: Business Performance 
Planning
SCM: Demand Planning

Electronic invoice 
transactions/tenant/month

100 200

Invoice capture 
transactions/tenant/month

100 200

AI Builder Credits/tenant/month 20000 50000

Copilot credits/user/month – 1000



License validation scope

Production 
environments only

Sandboxes and 
development 
environments 

excluded

System 
administrators 

excluded*

Service accounts 
excluded

ISV and custom 
objects require 
Teams member 

SKU

Be aware of 
multiplexing

Devices excluded 
(at this moment)

Capacity 
enforcement 

(expected)



Multiplexing

Multiplexing does not reduce the number of Microsoft licenses required.

Related session May 27 – 15:15 – Emerald II

Spellbound by Licenses: Spotting Multiplexing Risks and Needs

Tom Kapitan



License validation timeline

Started January 15, 2026,  Microsoft introduced a phased rollout of 
per-user license validation, which will take effect on each customer’s 
contract renewal or anniversary date.

M365
Admin Center

(T-60)

60 days before

Notifications and 
emails sent to M365 

administrators

User in-app 
notification

(T-30)

30 days before

Notifications for Non-
licensed users

Contract renewal or 
anniversary

(T-0)

Enforcement start

Grace period of 15 
days to assign correct 

user licenses

Technical
validation

(T+15)

15 days after

Lose access to 
Dynamics 365 F&O if 

licenses are not 
assigned



Dynamics 365 License validation



License reporting and tools



Deprecated License Reports and information

Legacy license reporting 
within D365 is deprecated

• View Permissions from 
Security configuration

• Licenses shown during user 
role assignment

• User License 
Counts/History

• User License Estimator



License calculation changes
• Privilege-based license calculation deprecated

• Maintain and view license properties on menu items in AOT deprecated

• Microservice outside of Dynamics 365 F&O

• Objects and access level determine license requirements 

• Securable objects part of the calculation
• Menu Items (display, action, output)
• Data Entities
• Data Entity Methods
• Service Operations

• Calculation logic to find the lowest license for all objects assigned to a 
role/user



Power Platform Admin Center 
User License Report – V2

• PPAC > Licensing > Finance and Operations

• Microservice running outside F&O

• Reports required, assigned, and available licenses

• Drill down option to check user role assignments

• CSV export for detailed analysis and status report in e.g., Excel

• Requires either Tenant administrator, Power Platform administrator, 
Dynamics 365 administrator, or environment administrator.



Power Platform Admin Center



Power Platform Admin Center



Lifecycle services



Export to CSV (summary & detail)



Storage consumption



Over consumption alert

• Client databases too large

• Database and file
capacity SKUs

• Options to prevent buying 
additional storage capacity?



PPAC reporting
User license consumption



User Security Governance



License Usage Summary - User Role Licenses



License Usage Summary - User Role Licenses



License Usage Summary - Role Licenses



License Usage Summary - Duty Licenses



License Usage Summary - Privilege Licenses



Duplicate a security role with a license filter



User security governance
Optimize security role



• Check Security Role assignments and permissions against job descriptions.

• Check Security Role assignments and permissions against actual application usage.

• Consider infrequent usage needs to be removed and handled by other departments or users.
• Consider Read-Only access.

• One option is to make sure all roles only require one license and break up monolithic roles 
into several roles.
• Consider maintenance of roles and role assignments.

• Use built-in service user roles for service accounts, exempt from license validation.

• Avoid assigning broad composite roles “for convenience.”

• Apply the principle of least privilege whenever possible.

• Separate inquiry, approval, and maintenance responsibilities where possible.

• Regularly review temporary and emergency access assignments.

Best Practices



Security teams and licensing teams 

Organizational Challenge
o Security managed by IT 

o Licensing managed by 
procurement/vendor teams 

o Functional roles managed by 
consultants 

oCustomizations managed by 
developers 

Result:
onobody sees the full picture

Role Explosion Problem
o copied roles 

o inherited privileges 

ono ownership 

ono cleanup 

o impossible license visibility 

Result:
ouncontrolled licensing growth



• Entra ID group users included in the report

• Metadata updates for incorrect licensing calculations
(Team member and Operations – Activity alignment)

• Manage Correct and Invoke permissions via the user interface

• Role copy to license type via Security configuration

Released licensing enhancements



New Security configuration 
features



Dynamics 365 F&O 
Licensing Automation

• What: Power Automate flows for automatic license assignment

• Why: Manual assignment is cumbersome

• Not always clear what roles will be assigned at user creation

• Actual security role assignments determine the license

• Saves a lot of time compared to manual assignments

• Where: https://dynamicspedia.com/license-automation

• No cost: Free to download, use, and share with a 
MIT license

• Please provide feedback for future versions
of the solution



License assignment 
automation



License compliance guidance

• Understand licensing requirements
Review the licensing model for clarity on how security roles, duties, and privileges map to license types.

• Review User Role and License Mapping 
Use the Power Platform admin center or Dynamics Lifecycle Services reporting to generate a high-level summary of active 

users and respective license requirements.

• Role to license optimization & optimizing processes
Use the License Usage Summary Report in Dynamics 365 Finance and Operations to identify opportunities to optimize 

user role assignments by removing unnecessary entitlements or permissions.

• Assign licenses in Microsoft 365 Admin Center 
Provision and assign the appropriate licenses to users in the Microsoft 365 Admin Center, ensuring they match the license 

types mapped in the reports. If needed, make reservations or place supplemental orders for additional licenses.



Capacity optimization plan

Reduce database and file storage

• Remove redundant environments

• Clear logs & transactions in non-production environment 
(Transactionless copy)

• Identify the largest tables

• Enable clean-up jobs

• Archive data

• Enable specific features related to data model changes

• Review customizations

• Other data and settings



Resources & Recommended reads

• https://go.microsoft.com/fwlink/?linkid=2319108

• https://www.microsoft.com/en-us/licensing/product-licensing/dynamics365

• https://www.microsoft.com/en-us/dynamics-365/blog/it-professional/2025/09/25/simplifying-license-management-dynamics-365-finance-
operations/

• https://learn.microsoft.com/en-us/dynamics365/fin-ops-core/fin-ops/sysadmin/security-gov-license-usage-summary

• https://admin.powerplatform.microsoft.com/support/knownIssues
(search in product category Dynamics 365 Lifecycle Services)

• https://dynamicspedia.com/2025/05/help-user-license-enforcement-in-dynamics-365-fo/

• https://dynamicspedia.com/2025/07/dynamics-365-fo-license-enforcement-status-july-2025

• https://dynamicspedia.com/2025/08/dynamics-365-fo-last-minute-questions-on-license-enforcement/

• https://dynamicspedia.com/2025/11/dynamics-365-licensing-enforcement-advent-calendar/

• https://dynamicspedia.com/license-automation

• https://alexdmeyer.com/2021/01/25/current-state-of-d365fo-user-licensing/

• https://alexdmeyer.com/2025/06/25/updated-d365fsc-user-licensing-in-10-44/

• https://www.fatihdemirci.net/index.php/2025/07/03/license_usage_summary_report/
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Questions



THANK YOU!

Please evaluate the session in the run.events conference app
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