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SESSION OBJECTIVES

• Understand the Entra ID group integration architecture

• Learn about the Automatic Role Assignment framework

• Get insights about the Pros and Cons by comparing both 
options

• Learn how to take advantage of combining both options using 
the D365 FO admin toolkit
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Easy maintenance

Prevent errors

Entra ID groups

Automatic role assignment



Entra ID administration

• Multiple administration 
portals

• Microsoft Entra ID user 
management

• License assignment

• Groups and members



Dynamics 365 administration

• Automatic or manual user 
creation

• Enable configuration key 
Microsoft Entra ID security 
group

• Groups setup
• Import from Entra ID

• Assign security roles



How to use Entra ID groups (1/2)

• Import groups

• User preferences
• Startup company 

• Enabled



How to use Entra ID groups (2/2)

• Assign roles

• Assign organizations

• User preferences
• Language

• Time zone

• Calendar



Security management 

Entra ID groups



Azure AD challenges in MSDyn365

• Naming convention user ID  

• Segregation of Duties

• Workflow assignment

• Security reports

• Security policies (XDS)

• Published saved views to roles

• License reporting PPAC/LCS



What is automatic role assignment?

• Define rules
• Role assignment automatically updated

• Frequency
• Periodically using batch framework

• Manually for incidental execution

• Batch framework
• Batch job created part of your installation

• Set to ‘Withhold’ in demo environment > Change to ‘Waiting’



Setup automatic rules (1/4)

• Create rule



Setup automatic rules (2/4)

• Define query



Setup automatic rules (3/4)

• Assign organizations



Setup automatic rules (4/4)

Override role 
assignments

• Automatic

• Manual

• Exclude



Automatic role 

assignment rule

Basic concept



Advanced queries

• Advanced query editor

• Example: person setup as timesheet user

Project periods



Advanced queries - HRM concept
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Extend with custom queries

• Visual studio development

• Create new query

• UserInfo table first data source

• Other data sources
• No restrictions

• Relations



Extend with custom queries

• Example

• Find manager
based on
Position 
hierarchy



Extend with custom queries

• Understand data model

• Translate to query
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Security architecture changes

Axapta 1.0 until AX2009
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Group assignment alternatives

• Many users with same profile time consuming

• Assigning organizations can be forgotten



Team assignment option

• Advantages
• Date effective assignment

• Address book security*

Team
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* Dynamics 365: Reinstate Global address book security



Automatic role 

assignment rule

Custom query



Enhancements/customizations*

• User group 
assignment 
from user

• Team 
assignment 
from user

• Run role 
assignment 
manually per 
user

• No system user 
role when 
creating user

* Source code can be found on Dynamicspedia.com



Azure Entra ID group 

Automatic Role Assignment

+

=

D365 Admin toolkit !!



D365 FO Admin Toolkit

https://github.com/ameyer505/D365FOAdminToolkit

• Assign / Revoke SysAdmin Access without needing elevated 
permissions

• (Optional) Require a reason be provided for assigning SysAdmin

• SysAdmin role assignment / revoke reporting

• Export all role access to CSV

• Language support: English, Norwegian, Spanish, Dutch, Swedish, 
French

• Adding last login to the user info form

• Entra ID group enhancements

* Source code can be found on Dynamicspedia.com



D365 FO Admin Toolkit

Enhanced Entra ID 

group integration



Resources

• Microsoft Entra ID (aka Azure Active directory)
• https://dynamicspedia.com/2019/09/how-to-use-azure-active-directory-for-

managing-users-and-security-in-dynamics-365-for-finance-and-operations/
• https://dynamicspedia.com/2020/06/synchronize-azure-ad-groups-in-dynamics-

365-finance-and-operations/

• Automatic role assignment
• https://dynamicspedia.com/2014/01/automatic-role-assignment-in-ax2012-part-1/
• https://dynamicspedia.com/2014/01/automatic-role-assignment-in-ax2012-part-2/
• https://dynamicspedia.com/2019/11/how-to-setup-easy-automatic-role-assignment/

• D365 FO Admin toolkit
• https://alexdmeyer.com/2024/01/10/public-release-of-the-d365fo-admin-toolkit/
• https://dynamicspedia.com/2024/08/enhanced-entra-id-group-integration-in-

d365fo-admin-toolkit/

https://dynamicspedia.com/2019/09/how-to-use-azure-active-directory-for-managing-users-and-security-in-dynamics-365-for-finance-and-operations/
https://dynamicspedia.com/2019/09/how-to-use-azure-active-directory-for-managing-users-and-security-in-dynamics-365-for-finance-and-operations/
https://dynamicspedia.com/2020/06/synchronize-azure-ad-groups-in-dynamics-365-finance-and-operations/
https://dynamicspedia.com/2020/06/synchronize-azure-ad-groups-in-dynamics-365-finance-and-operations/
https://dynamicspedia.com/2014/01/automatic-role-assignment-in-ax2012-part-1/
https://dynamicspedia.com/2014/01/automatic-role-assignment-in-ax2012-part-2/
https://dynamicspedia.com/2019/11/how-to-setup-easy-automatic-role-assignment/
https://dynamicspedia.com/2024/08/enhanced-entra-id-group-integration-in-d365fo-admin-toolkit/
https://dynamicspedia.com/2024/08/enhanced-entra-id-group-integration-in-d365fo-admin-toolkit/


Questions



THANK YOU!
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