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SESSION OBJECTIVES

* Understand the Entra |D group integration architecture
* Learn about the Automatic Role Assignment framework

* Get insights about the Pros and Cons by comparing both
options

* Learn how to take advantage of combining both options using
the D365 FO admin toolkit
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Introduction

i Easy maintenance

2 Prevent errors

cf~ Entra ID groups

Automatic role assignment



[ ) Home > Active users Enable Dark mode

Home

Active users

Copilot
Users 8, Addauser [ Usertemplates o Add multiple users (& Multi-factor authentication 2, Delete a user Reset password users list

Active users
Filter set: Commonly used licenses  Sign-instatus  Domain  Location
Contacts

Guest users
. Deleted users. Display name

Username. Licenses B Choose columns

Teams & groups Alfonso Gomez Alfonso@dynamicspedia.com Dynamics 365 Finance

Active teams & groups ALICIA AUCIA@dynamicspedia.com Unlicensed
Policies
Amy Queen AMY@dynamicspedia.com Dynamics 365 Finance , Microsoft Dynamics AXT User
Deleted groups Y Trial , Microsoft Power Automate Free , Dynamics 365 for
Talent, Dynamics 365 P1 Tral for Information Workers
Shared mailboxes

- André Amaud de Calavon : andre@dynamicspedia.com Oynamics 365 Supply Chain Mansgement Premium
Billing rosoft Copilot Studio User License , Dynamics 3
Finance Premium , Power Automate Premium , Power
. Purchase services Apps Premium , Microsoft Cloud for Sustainabiity vTrial,
Office 365 E3 EEA (no Teams) , Microsoft Teams EEA ,
Your products Microsoft 365 ES EEA (no Teams) , Dynamics 365 Finance
, Dynamics 365 P1 Trial for Information Workers
Licenses Microsoft Supply Chain Center Preview , Microsoft
Power Apps for Developer , Dynamics 365 Business
Bills & payments Central for IWs , Microsoft Fabric (Free) , Microsoft
Power Automate Free , Microsoft Dynamics AX7 User
. Billing accounts Trial, Dynamics 365 for Talent

Paymentmethods ARl Atnatd S5 Caiiven andre.amaud de calavon_next365group.com#EXTé@ad  Unlicensed

o ; ministratordynamicspedia onmicrosoft.com
Billing notifications ly pedi

Support APRIL APRIL@dynamicspedia.com Unlicensed

Settings ARNIE ARNIE@dynamicspedia.com Unlicensed

Setup Axploring Administrator admin_axploring onmicrosoft com#EXT#@administrator  Unlicensed
dynamicspedia.onmicrosoft.com

Customize navigation BENJAMIN BENJAMIN@dynamicspedia.com Oynamics 365 Supply Chain Management Premium
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° :::  Finance and Operations O Search for a page
/\ This form is read-only unless the system is in the maintenance mode. Maintenance mode can be enabled in this environment by running mai
<& Options pe

Standard view

License configuration

© * B

Configuration keys  Configuration key groups  License codes

4 lE‘ Administration
Electronic signature
Environment administration
PS D Keep update objects 5.0
D Keep update objects 6.0

D Keep update objects 6.2
D Keep update objects 6.3
D Keep update objects 7.0
D Keep update objects 7.2

Microsoft Entra ID security group

Presence support

User log

Warehouse management Il upgrade

DYO‘ Windows Application Store configuration
ICSMINDS




° Finance and Operations Pr

O Search for a page
Import groups
ZEdit -+ New [ Delete Options
Personalize Page options. Share
Name
Always open for editing | Security diagnostics  Record infa Getalink ~  Create a custom alert .
Personalize this page Advanced filter or sort  Change view Manage my alerts

BRA-accountant
Add to workspace

DEU-accountant

Groups.
Y = Classic view -

Company
[

FRSI

© i o]
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it Finance and Operations Preview R Search for a page USMF [

~J

v

2
& Edit [i] Delete Import groups  Synchronize  Options @

Personalize Page aptions Share

® Always open for editing Security diagnostics Record info Getalink ™ Create a custom alert ™
Personalize this page Advanced filter or sert  Change view ™~ Manage my alerts
Add v

Groups | Classic view ™

<
FRA-accountant : FRA-accountant »
&
[ J . o
Group details =
ES
c
=
D Enabled Language g
=
[ ] FRA-accountant Yes en-us g
Name Preferred time zone
° FRA-accountant PREFERENCES FOR NEW USER (GMT) Coordinated Universal Ti...

Company
FRSI

Preferred calendar

Gregorian

Group's roles

b System user
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Security management
Entra ID groups



Azure AD challenges in MSDyn3635

Naming convention user ID
Segregation of Duties
Workflow assignment
Security reports

Security policies (XDS)

Published saved views to roles
License reporting PPAC/LCS




What is automatic role assignment?

Define rules
Role assignment automatically updated

Frequency
Periodically using batch framework
Manually for incidental execution

Batch framework
Batch job created part of your installation
Set to ‘Withhold in demo environment > Change to ‘Waiting
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Finance and Operations
£ Edit
P Filter

Office integration power user
Payroll administrator

Payroll manager

Pending worker

Pracess engineer

Process engineering manager
Product design manager
Product designer

Production manager
Production planner
Production supervisor
Project accountant

Project assistant

Project manager

Project supervisor

Project timesheet user

Purchasing agent

Purchasing Agent - Public Sector

Purchasing manager

Quality control clerk

Run automatic role assignment

OPTIONS

ASSIGN USERS TO ROLES

)

o Add rule v

Select a query

Select a query

Query name T

0

FMDyanmicRoleAssignmentWor...

FMDynamicRoleAssignmentWor...
LedgerlournalPostControl

elect all users

SysUserinfoDataset

SysUserSecurity

UserinfoPartitions

SELECT * FROM UserInfo(Userl
SELECT * FROM Userinfo(Userin.

Manually assign / exclude users

EI Remove

DT
JUNE
TRICIA

User name

JUNE

TRICIA

O Search for a page

Rules for dynamically assigning users to role

Query pre

SELECT * FROM UserInfo(UserIn...

Assign

rganizations

n...

Alias

JUNE@contosoax7.onmicrosoft....

TRICIA@contosoax?.onmicrosof...

2 Assign users to roles

We didn't find anything tdg

Assignment mode
Manual

Manual
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+ New [l Delete

Human resource manager
Information technology manager
Inventory accountant
Inventory accountant clerk
Logistics manager

Machine operator
Maintenance mode user
Manager

Marketing coordinator
Marketing manager
Materials manager

Office integration power user
Payroll administrator

Payroll manager

Pending worker

Process engineer

Process engineering manager
Product design manager
Product designer

Production manager
Production planner
Production supervisor
Project accountant

Project assistant

Project manager

Project supervisor

Project timesheet user
<

Run automatic role assignmel OPTIONS P

/ASSIGN USERS TO ROLES

Add rule v [ 1 & Edit query

Membership rule name

Manually assign / exclude users

TRICIA

L~ @C 2 Assign users to roles - Fina.

Assign organizations

Membership rule description Query preview

Assign organizations

SELECT id FROM UserInfo(U

[i] Remove

JUNE@contosoax7.oni

TRICIA@contosoax?.onmicrosof...

Inquiry

Range Company ra

+ Add

v

[] Replace the criteria value on lookup

ENG
us

2:52 AM

11/10/2019




dynamics.com/?emp=USMF & Roles P - &< & Organizations for the autom... X

O search for a page

oPTIONS 0 o P O o

Related information
Organizations for the automatic role assignment rule Select all users in role Project timesheet user
‘SELECT THE ORGANIZATIONS FOR THIS AUTOMATIC ROLE ASSIGNMENT RULE Selected legal entities
Access to organizations
© Grant access to all organizations Contoso Cansulting FR
@ Grant access to specific

Contoso Consulting GB
organizations individually

Contoso Consulting
eboi dynamics.com/ i cRolesEditUser:

Select organization hierarchy

Contoso Consulting USA
Contoso Holdings

Finance and Operations O Search for a page
Available organization nodes:

Run automatic role assignment ~ OPTIONS o 4 Contoso Group

b Contoso Entertainment System
. ASSIGN USERS TO ROLES -
L Filter 4 Contoso Consulting

Project assistant Rules for dynamically assigning users to role Contoso Consulting FR
R Contoso Consulting USA
Project manager

Add rule v [i] Remove rule Assign organizations Contoso Consulting GB
Project supervisor oy

P Contoso Retail
Men

. Query preview
Project timesheet user

Select all users SELECT id FROM Userl Grantwith children ~ Grant  Revoke
Purchasing agent

Purchasing Agent - Public Sector Organization type Operating unit types Hierarchy

Purchasing manager g ity g

Quality control clerk

Quality control manager
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snconeboxaxacs.cloud.onebox.dynamics.com/?emp=USMF&mi: L-ac & Assign users to or exclude u.. X

3t Finance and Operations £ Search for a page USME (2 & ) Ad
Assign to role Reset status  OPTIONS 0

ASSIGN USERS TO OR EXCLUDE USERS FROM ROLE

o
gnmentStatus Name User type
° 5 3 LAt e Claims user
W Manual Disabled FE SF F Claims user
T1Pack Manual Disabled i Claims user
o f Claims user

Claims user
Automatic Enabled Claims user
Automatic Enabled Claims user
Claims user
Claims user
Manual Enabled Claims user
Automatic Enabled Claims user

Automatic Enabled Claims user

yoichiroo Automatic Enabled YOICHIROO Claims user
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Automatic role
assignment rule

Basic concept



& https://usnconel

ax1a0s.cloud.onebox dynamics.com/?cmp=USMF&imi=SysSecRolesEditUsers

nd Operations

P - @C & Assign users to roles - Fina.. * & Resource setup - Finance and ...

Manager
Marketi
Marke

4l Assign users to roles -- Fina.. % & Resource setup - Finance and ...

Inquiry Inquiry
Range Date options Company range Range Date options Company range Joins
~+ Add table join  [i] Remove table join + Add [ Remove

4 Tables Derived table

4 User Information v Prujectpericdsl » | Project periods ~ | Period types ~ | EmplWeekly

4 User to person relationship
4 People
4 Worker
4 Resources
4 ResResourceldentifier

4 Resource

Project periods

Criteria



Security framework Security Model HR and Organization Models

SecurableObject «Permission» Party
Permission

Activity
Responsibility 4 A

ObjectPermission

«Privilege »

Privilege

«Privilege» «SecurityRole»
Duty Role
«Privilege »
Process

=l
=
«Party» m
Department e

Bl

e [ oy |

SecurityRole

NeAssiin | user |
SecurityRoleAssignmentRule
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Add New Item - Dynamicspedia Auto role assignment (I5V) [Dynamicspedia Automatic role assignment]

4 |Installed

4 Dynamics 365 Items
Analytics
Business Process and Workflow
Code
Configuration
Data Model
Data Types
Labels And Resources
Reports
Security
Services

User Interface

P Online

Sort by: Default

EDT Utc Date Time

Form

Interface

Key Performance Indicator
Label File

License Code

Macro

Menu

)I tput Menu Item

=!

=1

Dynamics 365 Items

Dynamics 365 Items

Dynamics 365 Items

Dynamics 365 Items

Dynamics 365 Items

Dynamics 365 Items

Dynamics 365 Items

amics 365 ltems

Dynamics 365 Items

Dynamics 365 Items

Dynamics 365 Items

Dynamics 365 Items

X
Search Installed Templates (Ctrl+E) P~

Type: Dynamics 365 ltems
Query for the Unified Operations platform




]

Finance and Operations Preview L Search for a page Usmr Q

¥ D

&
—+ Create position v Copy position  Position details ~ Options / @

~

Standard view

Position hierarchy

([ ] Hierarchy name
Line el Search name

Organization

uonewoUl pajejay

Charlie Polly

President

Sara Davis Marc Boyer Emma Harris Claire Penisson Vince Saylor
Chief Financial Officer Merchandising Director Retail Director Director of Human Resources Operations Manager

Tim Ball Ken Sanchez Inga Morris Kendall Keil Kim Truelsen Renata Kra... Luke Alberts Brooke Mi Ellen Hansen Ricardo W...
IT Manager Controller Inventory & Al.. Mgr of Catego... Regional Mana... Regional Mana... HR Generalist HR Assistant Warehouse Ma... Quality Contro...

Lola Jacob.. Stephen D... Kim Aberecr... Grace Nels... Jodi Philip Marie Hass... | | Tom O'Neill
Catalog Mana... Regional Mana... Regional Mana... Training & Dev. Compensation... Customer Serv... Fleet Manager

Maxim Gol... Eric Davison Jacob Ray
Loss Preventio... Design & Cons... Recruiting&Sta...
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G

'PK Recld
User
ValidFrom

ValidTo

PersonParty
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’PK Recld
Person

PersonnelNumber

HcmPositionWorkerAssign
ment

’PK Recld

Position

ValidFrom

ValidTo

Worker

Positionld

ParentPosition

Position

PositionHierarchyType

ValidFrom

ValidFrom

HierarchyType

DynPed_AutomaticRoleManagers + X [Selij(a-Yalelyla(el 1] leICT4
Search ...
DynPed_AutomaticRoleManagers (isv) [Dynamicspedia Automatic role assignment]
b @¥ Methods
b % Events
4 i Data Sources
4 @ Userinfo
> B Fields
4[] Ranges
L id
L name
[ enable
A G Data Sources
4 e DirPersonUser
b B Fields
» [ Ranges
A a Data Sources
4 @ HcmWorker
b ® Fields
> [ Ranges
4 G Data Sources
4 9 HCMPositionWorkerAssignment
> H Fields
b B Ranges
4 i Data Sources
4 @ HCMPositionHierarchy
4 B Fields
4 [ Ranges
4 i Data Sources
4 @ HCMPositionHierarchyType
b B Fields
4 [ Ranges
[ Isimmutable
b i@ Data Sources
b i@ Relations
Relations
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User

Permissions &

Legal entities

User

Security role

Domain

Permissions



User groups (1) - Group: BudgOver, Over budget permission

Groups Users
Selected users Remaining users

3 AaronP  Aaron Painter 4 Frederic
3 Ahmed  Ahmed Barnett 3 GerwaldQ
5 Benjamil Benjamin Danner 2 Gislio
5 GraceN  Grace Melson 4 GRACE
5 HugeG  Hugo Garcia 4 Guest
& HanyingF
A HeidiS
4 HeikoE
2 lanP
8 INGA
4 INGABR
8 INGAINMF
2 IngaM
8 ISAAC
A lsaacH

CRY)

Frederic Bojman
Gerwald Oberleitner
Gisli Olafsson

Grace Sturman

Hanying Feng

Hei en

Heiko Elmsheuser

lan Palangio

Inga Mumadottir

Inga Mumadottir BR
Inga Mumadottir INMF
Inga Maorris

lsaac Clay

lsaac Hay

Teams (1)

*I"(- MNew

Name
Cobrangas

Employee morale
Safety team

X Delete

™ Team type: | Collections

Collect...

Emplo 4 General

Emplo. Description:
Active:
Team members
Eﬂi Add team members x Remove

Name
Arnie Mondlech

Connie Vrettos

Advanced options ™
Effective: Expiration:
12-10-2012 Mever

12-10-2012

Team leader
0
O




° User

A

Security role

Assign teams to address books (1) - Name: Amsterdam, Address Book for Amsterdam workers, Syst...

Select which teams can access the address book

Address book: m

Available teams Selected teams
[ Name [ Mame

Cobrancas Collections

Permissions

Employee morale Safety team

Legal entities

Hierarchy

4 4 bl I@I 9 | Add... | _Ai0) | USR Madel | usr | initial | Admin | 28-3-2017 | 22:3
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Automatic role
assignment rule

Custom query
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@ * 2

Finance and Operations Preview S Search for a page

& Edit  + New [I] Delete Importusers Maintain versions  Batchimport | User group assignment  Team assignme User options ~ Options

Users | My view

CHARLIE : CHARLIE

User details

User name

CHARLIE

Finance and Operations Preview Search for a page

Add teams

Select the teams that you want to add to the

User group assignment | Standard vie Filter Team type

D Security

CHARLIE
BrunoD ' Name
User's roles BrunoD.

General BRA-Accountant

BRA-ProjectManager

BRA-TimesheetUser
4 Roles

. . . DEU-A tant
Chief executive officer ccountan

Employee CHRISTIP DEU-ProjectManager

CHRISTINA DEU-TimesheetUser

<+ Add teams [i] Remove Ad
System user FRA-Accountant

Manager

FRA-ProjectManager

FRA-TimesheetUser
USA-Accountant

USA-ProjectManager

USA-TimesheetUser

can filter the list of teams by name or by type.

Description

Brazil - Accountant

Brazil - Project manager

Brazil - Timesheet user

Germany - Accountant

Germany - Project manager
Germany - Timesheet user
France - Accountant

France - Project manager

France - Timesheet user

United States of America - Acco...
United States of America - Proje...

United States of America - Time...




Azure Entra ID group

-+

Automatic Role Assignment

D365 Admin toolkit !!




D365 FO Admin Toolkit

https://github.com/ameyer505/D365FO0AdminToolkit

Assign / Revoke SysAdmin Access without needing elevated
permissions

(Optional) Require a reason be provided for assigning SysAdmin
SysAdmin role assignment / revoke reporting
Export all role access to CSV

Language support: English, Norwegian, Spanish, Dutch, Swedish,
French

Adding last login to the user info form
Entra ID group enhancements

* Source code can be found on Dynamicspedia.com



D365 FO Admin Toolkit

Enhanced Entra ID
group Iintegration
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https://dynamicspedia.com/2019/09/how-to-use-azure-active-directory-for-

managing-users-and-security-in-dynamics-365-for-finance-and-operations/

https://dynamicspedia.com/2020/06/synchronize-azure-ad-groups-in-dynamics-

365-finance-and- operations/

https://dynamicspedia.com/2014/01/automatic-role-assignment-in-

https://dynamicspedia.com/2014/01/automatic-role-assignment-i

https://dynamicspedia.com/2019/11/how-to-setup-easy-au

https://alexdmeyer.com/2024/01/10/public-rele
https://dynamicspedia.com/2024/08/enhance

d365fo-admin-toolkit/



https://dynamicspedia.com/2019/09/how-to-use-azure-active-directory-for-managing-users-and-security-in-dynamics-365-for-finance-and-operations/
https://dynamicspedia.com/2019/09/how-to-use-azure-active-directory-for-managing-users-and-security-in-dynamics-365-for-finance-and-operations/
https://dynamicspedia.com/2020/06/synchronize-azure-ad-groups-in-dynamics-365-finance-and-operations/
https://dynamicspedia.com/2020/06/synchronize-azure-ad-groups-in-dynamics-365-finance-and-operations/
https://dynamicspedia.com/2014/01/automatic-role-assignment-in-ax2012-part-1/
https://dynamicspedia.com/2014/01/automatic-role-assignment-in-ax2012-part-2/
https://dynamicspedia.com/2019/11/how-to-setup-easy-automatic-role-assignment/
https://dynamicspedia.com/2024/08/enhanced-entra-id-group-integration-in-d365fo-admin-toolkit/
https://dynamicspedia.com/2024/08/enhanced-entra-id-group-integration-in-d365fo-admin-toolkit/

Questions




THANK YOU!
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